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2022 Breach Notification Law Update: State and Federal Requirements Continue To Evolve

 

Overview

Cyberattacks continue to plague businesses, making the fallout of data breach notification and response as
critical as ever. This year, like 2021, has been relatively quiet as it relates to state updates to breach notification
laws. Much of the excitement has instead been around omnibus privacy laws, some of which cover data security
as well. Only Maryland made significant alterations to its general data breach notification law, while several
other states made more minor changes, as detailed below.

While the state law front has been relatively muted in 2022, the federal government has issued or proposed
several new data security and breach reporting requirements for certain types of entities. Companies should take
note of the updates in federal laws and federal guidance demanding cybersecurity measures in order to maintain
adequate security posture to best prevent ransomware and other cyberattacks.

We discuss relevant state and federal updates below.

 

State Breach Law Updates

Maryland

On May 29, 2022, Maryland's governor signed into law a variety of changes to its breach notification law that
became effective on October 1, 2022, most of which have relatively minor impact. The changes in HB 962
include the following:

Expanded definition of personal information. The definition of "Personal Information" was altered to
include "genetic information."
Alterations to notification deadlines. Changes were made to several requirements:

Notice to individuals must be given within 45 days after the business discovers or is notified of the
breach of the security of a system. (Previously, notice could be given 45 days after the company's
investigation was completed.)
Businesses that maintain data on behalf of the data owner must notify the data owner within 10 days
of discovery or notification of the breach (previously, this was 45 days).
When these notices are delayed by a law enforcement request beyond the 45-day period, they must
be provided seven days after law enforcement determines notice will not impede its investigation.

Content requirements for attorney general notification. Notice to the Office of the Attorney General
must now include the number of affected individuals residing in the state, a description of the breach,
"including when and how it occurred," and remediation steps the business has taken or plan to take, along
with a copy of the notice.
Substitute notice revised. Notification to a statewide media source is no longer adequate. Instead,
notification must be given to major print or broadcast media in geographic areas where the individuals
affected by the breach likely reside.

https://perkinscoie.com/insights-search?f[0]=insights_type:6
https://www.perkinscoie.com/en/news-insights/2021-breach-notification-law-connecticut-and-texas-expand-requirements-ransomware-and-supply-chain-attacks-take-spotlight.html
https://www.perkinsonprivacy.com/2022/03/utah-joins-california-colorado-and-virginia-with-omnibus-privacy-law/
https://mgaleg.maryland.gov/2022RS/Chapters_noln/CH_502_hb0962e.pdf


Additional note: Expanded application of data security requirements. HB 962 also included a change to
§ 14–3503, which requires entities to apply reasonable security to "personal information." The statute will
now apply to entities that maintain information, in addition to those that own or license the information.

Other State Breach Law Changes

Arizona House Bill 2146, effective July 22, 2022, requires that in incidents involving more than 1,000
Arizona residents, entities must notify both the attorney general and the director of the Arizona
Department of Homeland Security, instead of previously just the former.
Indiana House Bill 1351, effective July 1, 2022, adds a time limit of no more than 45 days after the
discovery of the breach to notify individuals and the state attorney general. Indiana did not previously
impose a notification deadline, although the attorney general's office encouraged notification within 30
days.
Maryland, Kentucky, and Vermont each passed a version of the National Association of Insurance
Commissioners (NAIC) Insurance Data Security Model Law, which has been implemented in 18 other
states in the past several years. These laws require entities subject to a state's insurance licensing to
develop an information security program, investigate cyber events, and notify the state insurance
commissioner of material cyber events. The newest laws will go into effect in 2023; similar laws passed
last year in Hawaii and Minnesota have just come into effect over summer 2022.

 

Federal Action: Forthcoming Federal Breach Reporting Requirements

Responding to waves of highly complex and damaging cyberattacks in recent years, two major new requirements
are poised to significantly alter incident response for certain covered organizations.

Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA). On March 15, 2022, President
Biden signed CIRCIA into law following attacks on critical infrastructure, such as the May 2021 ransomware
attack on Colonial Pipeline and the Russian government attacks against the energy sector. Under CIRCIA,
certain "Covered Entities" will be required to report various categories of events, including "covered cyber
incidents" (CCIs) and ransom payments. We covered more details regarding the scope of CIRCIA in a previous
Update.

CIRCIA requires the Cybersecurity and Infrastructure Security Agency (CISA) director to propose a rule within
two years of its enactment. This rulemaking is currently ongoing, with comments due November 16.

SEC Proposes New Cybersecurity Disclosure Rules. On March 9, 2022, the U.S. Securities and Exchange
Commission (SEC) issued proposed rules regarding cybersecurity risk management, strategy, governance, and
incident disclosure for public companies subject to the reporting requirements of the Securities Exchange Act of
1934. Importantly, the SEC proposed to amend Form 8-K to require disclosure of "material" cybersecurity
incidents within four business days. The four-day period would begin after a company determines that a
cybersecurity incident was material, and not from the date of the incident itself. For more specifics regarding the
proposed Cybersecurity Disclosure Rules, please read this previous Update.

All companies holding data on U.S. residents—including employees—should understand the scope of state
notification laws and how they may affect the companies' obligations in response to a breach. Perkins Coie's
Security Breach Notification Chart offers a comprehensive and current summary of state laws regarding such
requirements. For further questions on state or international breach notification requirements or the federal
guidance described above, please contact experienced counsel.

https://www.azleg.gov/legtext/55leg/2r/bills/hb2146h.pdf
http://iga.in.gov/legislative/2022/bills/house/1351#document-82bd1d16
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/sb0207?ys=2022rs
https://apps.legislature.ky.gov/recorddocuments/bill/22RS/hb474/orig_bill.pdf
https://content.naic.org/sites/default/files/inline-files/MDL-668.pdf
https://content.naic.org/sites/default/files/inline-files/MDL-668.pdf
https://cca.hawaii.gov/ins/insurance-data-security-law/
https://www.perkinscoie.com/en/news-insights/cisa-seeks-input-on-new-cybersecurity-reporting-requirements.html
https://www.perkinscoie.com/en/news-insights/cisa-seeks-input-on-new-cybersecurity-reporting-requirements.html
https://www.perkinscoie.com/en/news-insights/cisa-seeks-input-on-new-cybersecurity-reporting-requirements.html
https://www.sec.gov/news/press-release/2022-39
https://www.perkinscoie.com/en/news-insights/sec-proposes-new-cybersecurity-disclosure-rules-on-incident-reporting-risk-management-strategy-and-governance.html
https://www.perkinscoie.com/en/news-insights/security-breach-notification-chart.html
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